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INTRODUCTION 

Over the last decade, cyber security has become an 
increasingly important issue for organisations 
across the EU. While cyber threats cover a wide 
spectrum of targets, from critical national 
infrastructure to intellectual property, from trade 
secrets to financial information, a key area of 
interest for cyber criminals continues to be 
personally identifiable information, or PII. 

PII – names, addresses, social security or tax 
identifiers, payment card information – is valuable 
because it can open routes to a wide range of 
crimes, including economic theft and identify 
crime.  

The concern of the individual – what data 
protection legislation usually calls the data subject 
– extends way beyond cyber crime. Nation states 
and large organisations are now able to gather 
substantial volumes of personal information, 
which enables them to track individual activity in 
cyberspace. Digital marketing companies evolve 
new and ever more effective methods of tracking 
consumers. Social media companies thrive on 
publishing personal data. While there are social 
benefits to all this activity, it can also potentially 
undermine individual privacy.  

The EU has long been at the forefront of the 
movement to protect the rights of individuals in 
respect of their personal data. The General Data 
Protection Regulation (GDPR) – which is now law 
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and comes into force from May 2018 – is probably 
the world’s most significant forward step in the 
move by elected authorities to ensure that the 
privacy and personal data of their citizens is 
appropriately protected. 

The GDPR creates a level playing field for data 
protection across all the EU member states. This 
means that citizens of EU member states can 
expect to be treated the same way, wherever they 
are in the EU, and that organisations complying 
with the GDPR requirements in one jurisdiction 
can be assured that they will be compliant across 
all member states. 

Organisations outside the EU – and supplying 
services into the EU – are also within the scope of 
the GDPR. Existing arrangements for data export 
from the EU to other countries is covered 
specifically and, most importantly, breaches of the 
GDPR are penalised with fines that are intended to 
be ‘proportionate and dissuasive’, with a 
maximum penalty of €20 million or 4% of global 
revenue, whichever is the larger. 

The transition period for bringing data handling 
practices into compliance with the GDPR ends in 
May 2018. From that point on, organisations that 
breach the legislation run the risk of substantial 
fines for breaches.  

This pocket guide aims to help you thrive under 
these new conditions by providing you with an 
understanding of the Regulation, the broader 
principles of data protection, and what the 
Regulation means for businesses in Europe and 
beyond. 
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There are key terms throughout this book that need 
to be properly understood to really get to grips 
with the new Regulation, which are defined in 
Chapter 2 – Terms and definitions. 
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CHAPTER 1: A BRIEF HISTORY OF DATA 
PROTECTION 

The common conception of data protection is a 
very modern notion. We think of digitally stored 
databases and records, and we understand the 
importance of protecting them. It’s obvious: digital 
records have no physical weight, and can be 
mislaid or stolen without removing the original, 
and it’s easy to comprehend that such a loss could 
represent an enormous amount of information. 
This isn’t the way it’s always been, though, and 
even today information in other formats needs to 
be protected. 

Possibly the earliest forms of data and privacy 
protection come from the professions rather than 
legislation itself. Lawyer-client confidentiality (or 
legal professional privilege, as it’s called in the 
UK), for instance, is believed to have begun as a 
sort of contract between a lawyer and their client 
many decades (and possibly centuries) before it 
entered into law itself. It was introduced as a way 
of ensuring that a lawyer could adequately 
represent their clients’ interests without the client 
fearing legal repercussions. 

Equally, the keeping of medical records and a 
doctor’s confidentiality were established decades 
ago, and, while a court could force those records to 
be handed over, the medical profession otherwise 
kept them relatively safe. Once again, this was 
something that the profession handled long before 
the law moved to codify the practice. 
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Under these practices, specific silos of personal 
information were protected according to the 
interests of the business: if a profession could see 
the business value in protecting information, it was 
protected. This has had to change, however, as 
record keeping shifted from paper to electronics, 
and as the methods for manipulating even small 
elements of personal information have become 
more powerful, which puts all this information at 
risk because it now has a distinct value. Political 
campaigns, as a reasonably ethical example, have 
used increasing volumes of data to better target 
key demographics, define policy, manage 
candidates’ image and so on. On the other end of 
the scale, identity theft has become a significant 
problem that has only become a greater threat with 
the greater volume of information that is available. 

With regard to the situation in Europe, one of the 
first legal protections for personal information was 
codified in Article 8 of the European Convention 
on Human Rights (ECHR) in 1953. This wasn’t in 
the form that we might expect to see privacy 
legislation today, but it provides the foundation for 
modern European privacy laws. Article 8 reads: 

1. Everyone has the right to respect for his 
private and family life, his home and his 
correspondence. 

2. There shall be no interference by a public 
authority with the exercise of this right 
except such as is in accordance with the law 
and is necessary in a democratic society in 
the interests of national security, public 
safety or the economic well-being of the 
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country, for the prevention of disorder or 
crime, for the protection of health or morals, 
or for the protection of the rights and 
freedoms of others. 

There is some criticism that this is an 
unnecessarily open-ended provision, as 
unscrupulous people could interpret it in order to 
restrict the rights of the people (through the 
application of laws to circumvent some of the 
protections, which are permitted), to place undue 
regulatory burden on third parties (through the 
application of laws that use equally broad 
language) and to limit the power of the state to 
pursue justice (because the European Court of 
Human Rights will almost always find against any 
laws that could violate the right to privacy1). 
Obviously, these are conflicting opinions, so it has 
remained generally balanced in the interests of all 
parties. 

Regardless of its interpretation, the ECHR’s 
legacy with regard to the right to privacy has 
carried down through the decades into our modern 
legal landscape. 

In 1981, the Council of Europe established 
standards to ensure the free flow of information 
throughout EU member countries without 
infringing personal privacy. The convention that 

                                                 
 
 
1 Especially if those laws seem to contravene or impinge 
on other articles in the ECHR, such as Article 10 – the 
right to freedom of expression and information. 
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enacted these standards – the Convention for the 
Protection of Individuals with regard to Automatic 
Processing of Personal Data – was developed in 
response to the burgeoning use of computers to 
store and process personal data. The minimum 
standards it set then became the basis of the first 
round of privacy laws across Europe. 

As we know, however, the power and availability 
of computers exploded during the 80s and 90s, and 
by 1995 more than a million people in the UK 
were regularly using the Internet. Furthermore, 
over the years since the Convention was applied, 
EU Member States’ data protection laws had 
diverged, which began impeding the flow of data 
through the European Union – and thus impeding 
business. It was quite clear that existing data 
protection regimes across Europe were inadequate 
to support Articles 8 and 10 of the ECHR, and so 
the Data Protection Directive (DPD) was enacted 
in 1995. 

The DPD required EU member states to respond 
by developing laws of their own to meet new, 
more rigorous minimum standards, and taking into 
account the significantly more powerful, readily 
available and affordable computers and electronic 
devices. It was functionally a ‘reset’ for data 
protection, obliging all member states to align with 
it and thereby improve protections for personal 
data, while simultaneously reducing the burdens 
impeding the free flow of data through the Union. 

The DPD also established rules for the transport of 
personal data outside of the EU. This was most 
famously reflected in the US-EU Safe Harbor 
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framework, which asserted that US data protection 
laws were sufficient for the protection of personal 
data originating in the EU, as long as the recipient 
in the US observed a set of self-policed data 
protection principles. While this framework was 
found to be in breach of the DPD in 2015, it did 
support considerable business activity for 15 years. 

The UK’s Data Protection Act of 1998 was the 
British law that enacted the requirements of the 
DPD and was founded on eight principles. These 
principles clearly laid out the general aims of the 
Act, which made it reasonably simple to determine 
whether an organisation was meeting its 
obligations. There was some complexity in the 
broader Act, however, and repeated amendments 
and updates meant that it continued to grow and 
become more unwieldy as time went on. 

In Germany, meanwhile, data protection was 
primarily regulated through the Federal Data 
Protection Act (Bundesdatenschutzgesetz, BDSG), 
supported by a number of sector-specific 
regulations at varying levels of federal and state 
government. Because it also sought to meet the 
requirements of the DPD, this law was broadly 
comparable to the UK’s DPA, but with 
considerable differences in the detail. 

France’s Data Protection Act (Loi informatique et 
libertés, LIL) dates back to 1978, predating many 
other national data protection laws and covering 
the lifespan of both the EU convention and the 
DPD. Rather than developing new laws in 
response to those pressures from the European 
Union, the French legislature instead opted to 
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amend its existing law. Despite this, the LIL we 
see today is surprisingly concise. 

Across the EU, other, similar legislation was 
enacted, but through a combination of time and 
varying national interests, no two national laws 
were sufficiently similar for an organisation to 
simultaneously be compliant in its home country 
and across all the other EU member states. That is, 
the free flow of information was effectively 
inhibited because the different regulatory 
environments clashed on matters of detail, 
requiring businesses and governments alike to 
arrange processes specific to an increasing array of 
scenarios. It is this, in conjunction with the steady 
march of technological progress that created the 
environment into which the General Data 
Protection Regulation was born. 

That the solution is a regulation rather than a 
directive (as the DPD was) is worthy of 
discussion. Within EU law, a directive sets out 
minimum conditions or requirements but does not 
pass any specific measures in itself. That is, an 
individual or organisation is not required to be in 
compliance with a directive. Rather, each Member 
State is obliged to pass its own laws in order to 
meet the minimum requirements of the directive, 
and this is what organisations and individuals have 
to comply with. 

A regulation, meanwhile, is functionally a law and 
enters into force across the Union simultaneously. 
No Member State needs to pass additional laws in 
order to bring it into force, and it is not dependent 
on the interpretation of the local government, 
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courts or authorities. Because of the legal weight 
of a regulation, they typically take much longer to 
pass through the legislative process, but they also 
ensure greater consistency across the Union. 

The GDPR had a particularly long and arduous 
journey on its way to approval by the European 
Parliament and Council, and it was not without 
controversy. Over the several years it spent in 
committee stages, being written and rewritten – it 
had thousands of amendments proposed, pushing 
for more or less data privacy – the more 
contentious points were gradually eradicated, 
however.  
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CHAPTER 2: TERMS AND DEFINITIONS 

Before getting into the meat of the Regulation and 
how you can comply with it, it’s useful to have a 
set of definitions for common and useful terms. 
Where the Regulation provides a definition, this is 
included, and any additional commentary has been 
added where useful. 

Binding corporate rules 

personal data protection policies which are 
adhered to by a controller or processor 
established on the territory of a Member State 
for transfers or a set of transfers of personal 
data to a controller or processor in one or more 
third countries within a group of undertakings, 
or group of enterprises engaged in a joint 
economic activity;2 

Binding corporate rules were originally devised by 
the Article 29 Working Party (a group within the 
EU that develops and promotes good practices for 
data protection) in order to allow large 
organisations, or groups of organisations, to 
securely transfer data internationally while 
reducing bureaucratic interference. The GDPR 
establishes conditions for individual Member 

                                                 
 
 
2 EU GDPR, Article 4 (20). 
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States to establish their own binding corporate 
rules to streamline international transfers. 

Biometric data 

personal data resulting from specific technical 
processing relating to the physical, 
physiological or behavioural characteristics of 
a natural person, which allow or confirm the 
unique identification of that natural person, 
such as facial images or dactyloscopic data;3 

Biometric data is increasingly used as a method of 
authentication, and often in conjunction with other 
data that should be protected (such as passwords, 
and, by extension, whatever information can be 
accessed as a result of gaining access to this). 
Member States are permitted to introduce further 
restrictions or conditions regarding the processing 
of biometric data. 

Consent 

any freely given, specific, informed and 
unambiguous indication of the data subject’s 
wishes by which he or she, by a statement or 
by a clear affirmative action, signifies 
agreement to the processing of personal data 
relating to him or her;4 

                                                 
 
 
3 EU GDPR, Article 4 (14). 
4 EU GDPR, Article 4 (11). 
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Consent is an incredibly important concept in the 
GDPR, and is covered extensively later in this 
book. 

Cross-border processing 

(a) processing of personal data which takes place 
in the context of the activities of 
establishments in more than one Member 
State of a controller or processor in the 
Union where the controller or processor is 
established in more than one Member State; 
or  

(b) processing of personal data which takes 
place in the context of the activities of a 
single establishment of a controller or 
processor in the Union but which 
substantially affects or is likely to 
substantially affect data subjects in more 
than one Member State.5 

This refers to data transfers within the European 
Union; where this occurs, the Regulation has 
stipulations as to which supervisory authority is to 
be involved. 

Data concerning health 

personal data related to the physical or mental 
health of a natural person, including the 

                                                 
 
 
5 EU GDPR, Article 4 (23). 
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provision of health care services, which reveal 
information about his or her health status;6 

Health data is awarded particular protections under 
the Regulation in order to protect the vulnerable. 
While all personal data is to be protected, some 
forms – such as health data – have additional 
restrictions as to how and when it can be 
processed, and the level of consent required to 
authorise the processing. Member States are 
permitted to introduce further restrictions or 
conditions regarding the processing of data 
concerning health. 

Data controllers 

the natural or legal person, public authority, 
agency or other body which, alone or jointly 
with others, determines the purposes and 
means of the processing of personal data; 
where the purposes and means of such 
processing are determined by Union or 
Member State law, the controller or the 
specific criteria for its nomination may be 
provided for by Union or Member State law;7 

These will usually be the ‘public-facing’ entities 
that data subjects supply their information to. For 
instance, a hospital might have an online form for 
entering health information; even if the online 
form is provided by a third party, the hospital 

                                                 
 
 
6 EU GDPR, Article 4 (15). 
7 EU GDPR, Article 4 (7). 
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(which will determine what the data is processed 
for) will be the data controller. 

Data processors  

a natural or legal person, public authority, 
agency or other body which processes personal 
data on behalf of the controller;8 

In many cases, the data controller and the data 
processor will be the same entity. In the example 
above, the organisation that provides the online 
form will be a data processor because the act of 
collecting data is included within the definition of 
‘processing’.9 A single data controller may have 
several data processors. 

Data subject 

The Regulation defines a data subject as “an 
identified or identifiable natural person”.10 There 
is no restriction on their nationality or place of 
residence, however, so a data subject can be from 
anywhere in the world – the Regulation does not 
distinguish. Equally, however, a data subject has 
to be a person; a corporation or other entity cannot 
be a data subject, and information on those 
subjects has no protection under the Regulation. 

 

                                                 
 
 
8 EU GDPR, Article 4 (8). 
9 EU GDPR, Article 4 (2). 
10 EU GDPR, Article 4 (1). 
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Filing system 

any structured set of personal data which are 
accessible according to specific criteria, 
whether centralised, decentralised or dispersed 
on a functional or geographical basis;11 

This is used as a generic term to cover all methods 
by which personal data can be collected, stored, 
transmitted and processed. 

Genetic data 

personal data relating to the inherited or 
acquired genetic characteristics of a natural 
person which give unique information about 
the physiology or the health of that natural 
person and which result, in particular, from an 
analysis of a biological sample from the 
natural person in question;12 

With the increasing interest in genetics and genetic 
engineering, and public concerns over the legal 
status of genetic data, the Regulation includes 
genetic data as part of personal data, thereby 
providing it with protections at least equal to other 
personal data. Member States are permitted to 
introduce further restrictions or conditions 
regarding the processing of genetic data. 

 

                                                 
 
 
11 EU GDPR, Article 4 (6). 
12 EU GDPR, Article 4 (13). 
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Main establishment 

(a) as regards a controller with establishments in 
more than one Member State, the place of its 
central administration in the Union, unless 
the decisions on the purposes and means of 
the processing of personal data are taken in 
another establishment of the controller in the 
Union and the latter establishment has the 
power to have such decisions implemented, 
in which case the establishment having taken 
such decisions is to be considered to be the 
main establishment;  

(b) as regards a processor with establishments in 
more than one Member State, the place of its 
central administration in the Union, or, if the 
processor has no central administration in 
the Union, the establishment of the processor 
in the Union where the main processing 
activities in the context of the activities of an 
establishment of the processor take place to 
the extent that the processor is subject to 
specific obligations under this Regulation;13 

Determining the ‘main establishment’ for 
organisations with a presence in multiple Member 
States will be important, as this defines which 
supervisory authority is to be involved, and may 
have some impact on various restrictions and 
conditions on processing certain types of personal 
data (such as biometric, genetic and health data). 
                                                 
 
 
13 EU GDPR, Article 4 (16). 
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Personal data 

‘personal data’ means any information relating 
to an identified or identifiable natural person 
(‘data subject’); an identifiable natural person 
is one who can be identified, directly or 
indirectly, in particular by reference to an 
identifier such as a name, an identification 
number, location data, an online identifier or 
to one or more factors specific to the physical, 
physiological, genetic, mental, economic, 
cultural or social identity of that natural 
person;14 

Of specific note here is that the set of 
characteristics above is not exhaustive: any 
information that could be used to identify the data 
subject is personal data, and this information can 
be in any format. This can encompass 
photographs, correspondence, physical media and 
so on.  

Personal data breach 

a breach of security leading to the accidental 
or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise 
processed;15 

                                                 
 
 
14 EU GDPR, Article 4 (1). 
15 EU GDPR, Article 4 (12). 
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The majority of data breaches that the Regulation 
is concerned with are personal data breaches. 
More general data breaches will be of concern if 
the data that is lost could lead to a personal data 
breach. 

Processing 

‘processing’ means any operation or set of 
operations which is performed on personal 
data or on sets of personal data, whether or not 
by automated means, such as collection, 
recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination 
or otherwise making available, alignment or 
combination, restriction, erasure or 
destruction;16 

This is an extremely broad definition but, again, it 
is not exhaustive. Functionally, processing may 
include any interaction you have with personal 
data, in whatever form it takes. Establishing the 
full range of processing that you are responsible 
for will be a significant part of complying with the 
Regulation. 

Profiling 

any form of automated processing of personal 
data consisting of the use of personal data to 
evaluate certain personal aspects relating to a 

                                                 
 
 
16 EU GDPR, Article 4 (2). 
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natural person, in particular to analyse or 
predict aspects concerning that natural person's 
performance at work, economic situation, 
health, personal preferences, interests, 
reliability, behaviour, location or 
movements;17 

Data subjects must always be informed if any 
profiling processes will be performed on their 
personal data before they consent.  

Pseudonymisation 

the processing of personal data in such a 
manner that the personal data can no longer be 
attributed to a specific data subject without the 
use of additional information, provided that 
such additional information is kept separately 
and is subject to technical and organisational 
measures to ensure that the personal data are 
not attributed to an identified or identifiable 
natural person;18 

While the Regulation generally considers 
pseudonymisation to be a positive thing, it does 
also specify that pseudonymised data that can be 
“attributed to a natural person by the use of 
additional information should be considered to be 
information on an identifiable natural person”.19 
As such, any organisation that uses 

                                                 
 
 
17 EU GDPR, Article 4 (4). 
18 EU GDPR, Article 4 (5). 
19 EU GDPR, Recital 26. 
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pseudonymisation to protect personal data should 
ensure that it is not possible to identify the original 
data subject if additional information is made 
available. As noted in the definition, this should 
include measures to completely separate 
pseudonymised data from all other personal data. 

Representative 

a natural or legal person established in the 
Union who, designated by the controller or 
processor in writing pursuant to Article 27, 
represents the controller or processor with 
regard to their respective obligations under this 
Regulation;20 

Organisations (both data controllers and data 
processors) that are not established in the EU but 
wish to conduct processing in line with Article 27, 
must appoint a representative that is established in 
the EU. This ensures that all significant personal 
data collection and processing has a presence 
within the Union and ready contact with 
authorities. 

Supervisory authority 

‘supervisory authority’ means an independent 
public authority which is established by a 
Member State pursuant to Article 51;21 

                                                 
 
 
20 EU GDPR, Article 4 (17) 
21 EU GDPR, Article 4 (21). 
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ITG RESOURCES 

IT Governance is a leading global provider of IT
governance, risk management and compliance
solutions, with a special focus on cyber resilience,
data protection, PCI DSS, ISO 27001 and cyber 
security.

In an increasingly punitive and privacy-focused
business environment, we are committed to 
helping businesses protect themselves and their
customers from the perpetually evolving range of 
cyber threats. Our deep industry expertise and
pragmatic approach help our clients improve their
defences and make key strategic decisions that
benefit the entire business. We are unique in our
ability to provide everything you need, including 
standards, tools, books, training, and consultancy
and support as detailed in Appendix 2.

Publishing Services 

IT Governance Publishing (ITGP) is the world’s
leading IT-GRC publishing imprint that is wholly
owned by IT Governance Ltd.

With books and tools covering all IT governance, 
risk and compliance frameworks, we are the 
publisher of choice for authors and distributors 
alike, producing unique and practical publications 
of the highest quality, in the latest formats 
available, which readers will find invaluable. 
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www.itgovernancepublishing.co.uk is the website 
dedicated to ITGP. Other titles published by ITGP that 
may be of interest include: 

• An Introduction to Information Security and 
ISO27001 
www.itgovernance.eu/p-49-an-introduction-to-
information-security-and-iso270012013-
second-edition.aspx     

• Information Security: A Practical Guide 
www.itgovernance.eu/p-1126-information-
security-a-practical-guide-bridging-the-gap-
between-it-and-management.aspx   

• Nine Steps to Success: An ISO 27001:2013 
Implementation Overview, Third edition 
www.itgovernance.eu/p-545-nine-steps-to-
success-an-iso-27001-implementation-
overview-third-edition.aspx   

We also offer a range of off-the-shelf toolkits that 
give comprehensive, customisable documents to 
help users create the specific documentation they 
need to properly implement a management system 
or standard. Written by experienced practitioners 
and based on the latest best practice, ITGP toolkits 
can save months of work for organisations 
working towards compliance with a given 
standard. 

Please visit www.itgovernance.eu/c-66-itgp-
toolkits.aspx to see our full range of toolkits. 

Books and tools published by IT Governance 
Publishing (ITGP) are available from all business 
booksellers and the following websites: 

http://www.itgovernancepublishing.co.uk/
http://www.itgovernance.eu/p-49-an-introduction-to-information-security-and-iso270012013-second-edition.aspx
http://www.itgovernance.eu/p-49-an-introduction-to-information-security-and-iso270012013-second-edition.aspx
http://www.itgovernance.eu/p-49-an-introduction-to-information-security-and-iso270012013-second-edition.aspx
http://www.itgovernance.eu/p-1126-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernance.eu/p-1126-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernance.eu/p-1126-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernance.eu/p-545-nine-steps-to-success-an-iso-27001-implementation-overview-third-edition.aspx
http://www.itgovernance.eu/p-545-nine-steps-to-success-an-iso-27001-implementation-overview-third-edition.aspx
http://www.itgovernance.eu/p-545-nine-steps-to-success-an-iso-27001-implementation-overview-third-edition.aspx
http://www.itgovernance.eu/c-66-itgp-toolkits.aspx
http://www.itgovernance.eu/c-66-itgp-toolkits.aspx
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www.itgovernance.co.uk  

www.itgovernanceusa.com   

www.itgovernancesa.co.za   

www.itgovernance.asia. 

Newsletter 

You can stay up to date with the latest 
developments across the whole spectrum of IT 
governance subject matter, including risk 
management, information security, ITIL and IT 
service management, project governance, 
compliance and so much more, by subscribing to 
our newsletter. 

Simply visit our subscription centre and select your 
preferences: 

www.itgovernance.eu/t-newsletter.aspx.  

 

http://www.itgovernance.co.uk/
http://www.itgovernanceusa.com/
http://www.itgovernancesa.co.za/
http://www.itgovernance.asia/
http://www.itgovernance.eu/t-newsletter.aspx
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To buy this book:

itgovernance.eu/shop/product/eu-gdpr-a-
pocket-guide

https://www.itgovernance.eu/shop/product/eu-gdpr-a-pocket-guide?utm_source=sample-book&utm_medium=collateral&utm_campaign=GDPR-Pocket-Guide
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