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• Presenter
• IT Governance Europe
• The single source for everything to do with IT governance, cyber risk 

management and IT compliance
• IT Governance: An International Guide to Data Security and ISO 27001/ISO 

27002, 6th Edition (Open University textbook) 
• www.itgovernance.eu 

Introduction 
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https://www.itgovernance.co.uk/shop/product/eu-gdpr-a-pocket-guide?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
https://www.itgovernance.co.uk/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-edition?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars
https://www.itgovernance.co.uk/shop/product/iso27001-2013-book-set-two-books-on-iso-27001-2013?utm_source=presentation&utm_medium=Webinar&utm_campaign=GDPRWebinars


IT Governance: GRC one-stop shop
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• The cyber risk landscape and the latest cyber security and data protection laws

• The top risks that result in data breaches

• The link between information security and cyber security

• How to achieve compliance and reduce your liability in the event of a data breach

• How an information security management system (ISMS) works

• How ISO 27001 compliance can help you improve your information security posture

Today’s discussion
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The cyber risk landscape and data protection laws

By 2020, 30% of Global 2000 companies will have been directly 
compromised by cyber activists or cyber criminals – Gartner

Global ransomware damage costs will increase 1,500% in the 
next two years to $5 billion – Cybersecurity Ventures research 

The cost of a data breach in the US has hit an all time high of 
$7.35 million – Ponemon Cost of Data Breach Study 2017

Malicious or criminal attacks were the primary causes of data breaches in 
the US, the most costly according to the survey, and accounted for 52% of 
all incidents  – Ponemon Cost of Data Breach Study 2017

74% of organizations feel vulnerable to insider threats but only 42% feel 
they have the appropriate controls in place to prevent an insider attack –
2016 Insider Threat Report



What are the leading causes of breaches?1
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73% perpetrated by 
outsiders

50% involved 
organised criminal 

groups

28% involved internal 
actors

12% conducted by 
state-affiliated actors

1 2 3 4

1 The 2018 Data Breach Investigations Report - Verizon



• 48% of breaches featured hacking
• 30% of breaches included malware
• 81% of hacking-related breaches leveraged stolen and/or weak 

passwords
• 17% were social attacks
• 29% were caused by errors and privilege misuse
• 11% featured physical actions
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1 The 2018 Data Breach Investigations Report - Verizon

What are the most common tactics used?1
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“Last Friday, Snapchat’s payroll department was 
targeted by an isolated email phishing scam in which a 
scammer impersonated our Chief Executive Officer 
and asked for employee payroll information. 

Unfortunately, the phishing email wasn’t recognized 
for what it was — a scam — and payroll information 
about some current and former employees was 
disclosed externally.” – TechCrunch, February 29, 2016

Similarly, Ubiquiti Networks sent a payment of 
$46.7m in June 2015 after an email was sent 
impersonating its CEO.
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The human awareness factor
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Phishing – current situation

Phishing and pretexting represent 98% of social incidents and 93% of 
breaches. Email continues to be the most common vector (96%).

Most campaigns are reported by few or no people.

Source: Verizon 2018 DBIR



Ticketmaster website announcement
On Saturday, June 23, 2018, Ticketmaster UK identified malicious software on a customer 
support product hosted by Inbenta Technologies, an external third-party supplier to 
Ticketmaster.
As soon as we discovered the malicious software, we disabled the Inbenta product across all 
Ticketmaster websites. 
Less than 5% of our global customer base has been affected by this incident. Customers in 
North America have not been affected. 
As a result of Inbenta's product running on Ticketmaster International websites, some of our 
customers' personal or payment information may have been accessed by an unknown third-
party. 
We have contacted customers who may have been affected by the security incident. UK 
customers who purchased, or attempted to purchase, tickets between February and June 23, 
2018 may be affected. As a precautionary measure we have also notified international 
customers who purchased in this period.

Source: ticketmaster.ie
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Breaches
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International laws
• EU General Data Protection Regulation (GDPR)

• Directive on security of network and information systems 
(NIS Directive)

• Member-state-specific data protection legislation

Mounting regulatory pressure
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Mounting regulatory pressure

KEY REQUIREMENTS GDPR ISO 
27001

Risk-based approach

Systematic approach to information 
security
Data processing principles 4 – 6

Accountability

Security of processing

Continual improvement

√ √

√ √

√
√ √

√
√ √
√ √
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Mounting regulatory pressure

Article 32 of the GDPR says that technical and organisational 
measures must be taken to “ensure a level of security 
appropriate to the risk”. 

ISO 27001 mandates risk management to identify such 
measures, and Annex A identifies specific control measures.



Cyber security or information security?
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Cyber security consists of 
technologies, processes and 

measures that are designed to 
protect individuals and 

organisations from cyber crime. 
Effective cyber security reduces 
the risk of a cyber attack through 

the deliberate exploitation of 
systems, networks, and 

technologies. 

Information security describes the 
protection of information and 

information systems from 
unauthorised access, use, disclosure, 
disruption, modification or destruction 
in order to protect the confidentiality, 
integrity and availability (CIA) of data. 

Cyber security is usually seen as a 
component of information security.



What does ‘good’ security look like?
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• Board/leadership support and commitment
• Involves the entire organisation
• Built around a business-focused risk assessment  
• People, processes and technology risks
• Protects all data (not just personal data) – C I A
• Lends itself to regular reviews and continual improvement
• Can be audited by an external entity 
• Includes incident monitoring, logging and response planning
• Follows proven best practice 
• Is internationally accepted and supported



The information security management system (ISMS)

Copyright IT Governance Ltd – v 0.1

An ISMS is a system of 
processes, documents, 

technology and 
people that helps to 

manage, monitor, 
audit and

improve your 
organisation’s 

information security –
all in one place. 

ISO 27001:2013 is the 
international standard 

that describes best 
practice for an ISMS.

Accredited 
certification to ISO 
27001 provides an 

independent, expert 
assessment that   

information security is 
managed in line with 

international best 
practice.

ISO 27001 is the only 
independent, 

internationally 
recognised data 

security standard. ISO 
27001 certifications 
are growing globally  

by 20% per year. 
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474% growth 
in 10 years



ASSETS
C     I     A

Q. What are we protecting? 
A. The C, I and A of  ASSETS.

In order to protect assets we must 
identify them.

Q. What are we protecting 
them against?

A.  RISKS – in order to protect 
against risks we must identify 

those risks.

Q. How are we protecting them?
A. By applying appropriate 

treatments/controls based on 
risk appetite and context.

Q. What type of treatments/controls 
might we apply?

A. Management systems (to control 
the controls) 

Annex A plus other controls if 
appropriate

Many are ACCESS related controls
Policies, processes, procedures, 

forms, records.

CONTEXT AND SCOPE

CONTINUAL IMPROVEMENT

ISMS overview
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ISO 27001 – Top 3 

ISO – the International Organisation for Standardisation, which develops and publishes ISO 
standards, currently lists ISO 27001 as one of the three most popular ISO standards.

Information security management is now a business essential, and organisations around 
the globe are recognising this and using ISO 27001 to help to protect their assets and their 
reputations.

ISO 27001:2013 specifies the requirements for establishing, implementing, maintaining and 
continually improving an ISMS within the context of the organization. It also includes 
requirements for the assessment and treatment of information security risks tailored to the 
needs of the organization. The requirements are generic and are intended to apply to all 
organizations, regardless of type, size or nature.
ISO.org website
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What is a management system?

A management system is the way an organisation manages
the inter-related parts of its business to achieve its objectives.

ISO management system standards help organisations improve their 
performance by specifying repeatable steps to achieve their 
objectives, and to create an organisational culture that reflexively 
engages in a continuous cycle of self-evaluation, correction and
improvement of operations and processes through heightened 
employee awareness, and management leadership and 
commitment.



Operation

Performance evaluation

Improvement
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Context

Leadership

Planning 

Support

Elements of a management system



A.5 Information and 
security policies

A.8 Asset management

A.6 Organization of 
information security

A.9 Access control

A.7 Human resources 
security

A.10 Cryptography

A.11 Physical and environmental security
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A.12 Operations security A.15 Supplier 
relationships

A.13 Communications 
security

A.16 Information security 
incident management

A.14 System acquisition, 
development and 
maintenance

A.17 Information security 
aspects of business 
continuity management

A.18 Compliance

14 control sets of Annex A



• Achieve multiple legal compliance requirements 
• Eliminate the need for additional information security audits
• Meet contractual requirements 
• Obtain an independent opinion about your security posture
• Demonstrate to the board, stakeholders, clients and regulators that 

data security measures have been taken  
• Improve security culture, structure and process
• Protect and enhance reputation and competitive advantage
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Benefits of ISO 27001 certification



IT Governance: one-stop shop
• Get started now with these best-selling resources and tools

ISO 27001 standard Must-have implementation 
guidance

ISO 27001 training courses Policies and procedures 
documentation toolkit

ISO 27001 consultancy Risk assessment software

ISO 27001 DIY packages

https://www.itgovernance.eu/fr-lu/shop/product/iso-iec-27001-2013-and-iso-iec-27002-2013
https://www.itgovernance.eu/en-ie/shop/category/iso-27001-books
https://www.itgovernance.eu/fr-lu/iso-27001-training-lu
https://www.itgovernance.eu/en-ie/shop/product/iso-27001-iso27001-isms-documentation-toolkit
https://www.itgovernance.eu/en-ie/iso-27001-consultancy-ie
https://www.itgovernance.eu/en-ie/iso-27001-risk-assessment-tool-ie
https://www.itgovernance.eu/en-ie/iso-27001-packaged-solutions-ie
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IT Governance ISO 27001 classroom courses

ISO 27001 Certified ISMS
Foundation >>

ISO 27001 Certified ISMS
Lead Implementer >>

https://www.itgovernanceusa.com/shop/product/iso27001-certified-isms-foundation-training-course
https://www.itgovernanceusa.com/shop/product/iso27001-certified-isms-lead-implementer-training-course
https://www.itgovernance.eu/en-ie/shop/product/iso27001-certified-isms-lead-implementer
https://www.itgovernance.eu/en-ie/shop/product/iso27001-certified-isms-foundation-training-course


How to get in touch
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Call us at
+353 (0) 1 518 0150 

Email us
servicecentre@itgovernance.eu

Visit our website
https://www.itgovernance.eu/en-ie

Like us on Facebook
/ITGovernanceLtd

Follow us on Twitter
/itgovernance

Join us on LinkedIn
/company/it-governance

Contact an ISO 27001 specialist

https://www.itgovernance.eu/en-ie/speak-to-an-iso-
27001-expert-ie

mailto:servicecentre@itgovernance.eu
https://www.itgovernance.eu/en-ie
https://www.facebook.com/ITGovernanceLtd/
https://twitter.com/ITGovernance
https://www.linkedin.com/company/it-governan
https://www.itgovernance.eu/en-ie/speak-to-an-iso-27001-expert-ie


Questions 
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