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Respond to any cyber incident quickly and with confidence  

IT Governance’s Cyber Incident Response (CIR) Management service will help 
you implement an effective incident response programme, enabling you to 
identify potential threats early on and quickly resume operations in the event of 
a cyber attack.   
 
Our consultancy team’s expert guidance will help you to develop an 
understanding of what should be considered when making critical decisions 
about cyber incidents and how to implement the necessary response measures.  
 
Why implement CIR management? 

CIR management capability is a requirement for any effective cyber security 
programme, and is included in many management system standards – either 
conditionally or implicitly – such as ISO 27001, ISO 22301, NIST SP 800-61 and 
the Payment Card Industry Data Security Standard (PCI DSS). 
 
Effective CIR management will enable you to: 
 

• Identify a suspected cyber security incident; 
• Analyse the information related to the cyber security incident;  
• Define key roles and responsibilities for CIR management;  
• Establish the cause of the incident and what happened;  
• Identify what systems, networks and information assets are affected;  
• Ascertain what information has been stolen, deleted and/or corrupted; 
• Determine the impact of the incident for your organisation; 
• Evaluate the effectiveness of existing CIR measures to drive 

improvement; and 
• Contribute to overall cyber resilience, enabling your organisation to 

quickly respond to and recover from a cyber attack.  
 
Service description  
 
This service is based on a combination of the best-practice CIR framework 
developed by CREST and the international standard on incident management, 
ISO/IEC 27035. It helps to define and implement an effective cyber incident 
response programme.  
 
The key deliverables of this service are a combination of capability enhancement 
in your organisation and the development of a series of processes and 
procedures that can be managed, maintained, reviewed and continually 
improved.  
 
The service will produce the following deliverables: 
 
Phase Deliverable 
Planning Risk assessment and risk management frameworks that 

consider internal and external threats.  
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Preparation  Incident response management capabilities and 
accountability. 

Detection  Automated monitoring systems and processes for ‘human 
detection’.  

Reporting Incident management and incident reporting structures, 
reflecting legislative requirements, such as the EU’s General 
Data Protection Regulation (GDPR) and the NIS Regulations, 
where appropriate. 

Assessment  Incident assessment and triage: 
• Roles: including capabilities and competences needed. 
• Processes: the steps for assessing the type and level of 

incident that has occurred. 
• Technology: the tools and systems required for 

conducting an assessment. 
Decision Incident decision-making capacity. 

Response Incident containment, eradication, resolution and closure.   

Lessons 
learnt 

Continual improvement of existing processes.    
 

 
 
Eligibility 

This bespoke service is suitable for organisations of any size, in any sector or 
industry.  
 
Resource requirements 
 
To ensure your project can proceed according to schedule and fulfil its 
objectives, you will be asked to provide essential information about your 
organisation’s current cyber security arrangements.   
 
These requests should be treated with the appropriate priority to carry out the 
incident response management service effectively and according to schedule, 
and will be managed to minimise disruption as much as possible.  
 
You will also need to appoint an internal project co-ordinator to host any 
meetings with the consultant, ensure that all the project requirements are 
provided on time, and that tasks and actions allocated to staff are carried out as 
agreed.  
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Consultancy fee  
 
Our CIR Management service is priced according to the size and complexity of 
the organisation and the level of assistance required. 
 
To receive a no-obligation quote for your organisation, please get in touch. 
 
 
Why choose IT Governance? 

• Our consultants have extensive experience in implementing compliance 
projects across a range of national and international standards, including 
ISO 27001, the PCI DSS, BS 10012 and Cyber Essentials.  

• We have a proven and pragmatic approach to assessing compliance with 
international standards, no matter the size or nature of the organisation.  

• Our pricing proposals are completely transparent, so you won’t get any 
surprises.  

• Our ‘one-stop shop’ approach means you can make use of our services for 
additional requirements such as penetration testing, staff awareness 
courses, training and software – all at affordable prices. 

• Benefit from a wealth of skills and technical expertise within our 
consultancy service.  

• Our multi-disciplinary knowledge and experience means we can help you 
tailor your project according to your organisational and strategic 
objectives.  

 
 

Contact us now for an obligation-free quote 
 

Email: servicecentre@itgovernance.eu  
Call us:  00 800 48 484 484 
Request a call back: Contact us now 

 

https://www.itgovernance.eu/en-ie/speak-to-a-cyber-security-expert-ie
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